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1. AHHOTALMS

[Ipodeccuonaneubiii Moayns IIM.01 Hacrtpoiika cereBoii MH(QPacCTPyKTypbl
OTHOCUTCS K TMpo(ecCHOHAILHOMY IIUMKIY Tpo(ecCuOHaIbHON MOATOTOBKU 10
nporpaMmMe MoJArOTOBKH CIENHAIMCTOB cpenHero 3BeHa (nanee IIICC3) cnenuanbHOCTH
09.02.06 CeTteBoe 1 CUCTEMHOE aIMUHUCTPUPOBAHHUE.

C uenplo OBNAACHHUS YKa3aHHBIM BHJIOM NPOGECCHOHAIBHOW JCATEIBHOCTH U
COOTBETCTBYIOIIMMH MPO(PECCHOHATBHBIMU KOMIETEHIUSMUA CTYACHT B XOJI€ OCBOCHMS
pohecCUOHATBHOTO MOJTYJIS TOJKEH:

Bnagers HaBBIKAMU.

— MPOEKTHUPOBAHUSI APXUTEKTYpPbl JIOKAIBHOM CETU B COOTBETCTBHM C IMOCTaBJIECHHOMN
3aJa4ei;
— YCTAQHOBKM M HACTPOMKH CETEBBIX IIPOTOKOJIOB U CETEBOr0 OOOPYIOBAaHHS B

COOTBETCTBUHU C KOHKPETHOM 3a7a4eH;

— BbIOOpa TEXHOJIOTMM, WHCTPYMEHTAJIBHBIX CPEACTB IpU OpraHu3alluud Ipolecca

UCCIIEIOBaHUS OOBEKTOB CETEBON MHPPACTPYKTYPHI;

— obecrieueHurs 0€30MaCHOTO XpaHEHU U Nepeaadud UHPOpPMaIUU B JIOKAJLHOM CETH;
— HCIIOJIB30BAHMS CHELHAIBHOIO MPOrpaMMHOIO OO€CredYeHus I MOJEIUPOBAHMA,

POCKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH.

OO0uuit 00BeM yueOHOM HArpy3KU MO MTPOPECCUOHATEHOMY MOYJIIO COCTaBIISIET /75
4acoB, Harpy3ka BO B3aMMOJCHCTBHM ¢ TmpenojaBareieM coctaBisier 380 dYacos,
CaMOCTOSITEILHOM paboThl — 49 Jacos.

Copepxanue npo(ecCHOHATBLHOTO MOIYNS BKJIIOYAET M3Y4YEHHE CIEAYIOIIUX
pa3aenos:

M/JIK.01.01 KommberoTepHbie CEeTH.

Tema 1. BBenenue B ceTeBbIe TEXHOJIOTHH.

Tewma 2. [TpuHIUIIBI MApIIPYTU3AIIUU U KOMMYTAIIUH.

MJIK.01.02 Opranuzarusi, TNPUHIUIBI TOCTPOCHHUS W (PYHKIIMOHUPOBAHUS
KOMIIBIOTEPHBIX CETEH.

Tema 1. Mapupyrusanus 1 kommyranusi. MacmraOupoBaHUe CETEM.

Tema 2. CoequHeHue ceTeil.

MJIK.01.03 be3onacHOCTh KOMIIBIOTEPHBIX CETEN

Tema 1. be30macHOCTh KOMIIBIOTEPHBIX CETEN

Texkymuii KOHTPOJb TPOBOAUTCS B (OpMe OIEHKA TECTUPOBAHUS, PEIICHUS
CUTYallMOHHBIX 33]1a4 U BBIMOJIHEHUS TPAKTUYECKUX paboT.

dopMa MNpPOMEKYTOUHOM arrectauud — AUPQPEepeHIMPOBAHHBIN 3a4eT, HK3aMEH,
KBaJIM(DUKAITMOHHBINA SK3aMEH.



2. OBIIASI XAPAKTEPUCTUKA NMPO®ECCHUHOHAJIBHOI'O MOAYJIsAA

2.1. Mecto mnpogeccHOHAIBLHOI0 MOIYJSl B CTPYKTYpe NPOrpaMMbl IMOATOTOBKH
CIENHAINCTOB CpeaHero 3BeHa: mpodeccuoHanbHbii monynas [IM.01 Hactpoiika
ceTeBO MHQGPACTPYKTYphl OTHOCUTCS K NPO(PECCHOHAILHOMY YYEOHOMY IHKITY
npodecCUOHaIbHON MOJATOTOBKM MPOTrPpaMMbl TMOATOTOBKH CHEIUAIKUCTOB CPEIHErO
3BEHA M0 CIEIHATILHOCTH cpeHero npodeccuonanbHoro oopaszoBanus 09.02.06 CereBoe
Y CUCTEMHOE aIMUHUCTPUPOBAHUE.

2.2. lesp 1 IUIaHUPYeMbIe Pe3yJbTATbl OCBOEHHS NP O(eCCHOHAIBHOIr 0 MOIYJIA

B pesynbrare mzydeHus npopecCHOHAIILHOIO MOAYJS OOyYaroIIMiCs JOHKEH OCBOMTH
BUJI IEATENLHOCTH: BhimoiaHeHne paboT 1Mo MpOSKTUPOBAHHUIO CETEBOW MHMPACTPYKTYPHI
Y COOTBETCTBYIOLIME eMY NMpodecCrOHaTIbHbIE KOMIETCHIINH:

Kog HaumenoBanue pe3yibpTata 00y4eHus

B/I. Hacrpoiika ceTeBoit HHQPACTPYKTYpbI

I[IK1.1 | JlokymMeHTHpOBaTh COCTOSHUS MH(POKOMMYHUKALIMOHHBIX CHCTEM U MX COCTaBISIOLIUX B
IIpOIeCcCce HAJAAKH U HKCILITyaTalliu.

MK 1.2 | IlogmepxxuBaTh pabOTOCIIOCOOHOCTh — aINapaTHO-MPOrPAMMHBIX  CPEICTB  yCTPOHCTB
MH()OKOMMYHUKALIMOHHBIX CUCTEM.

I[IK 1.3 | YcrpaHATh HEMCHPABHOCTH B pab0Te MHPOKOMMYHHUKAIIHOHHBIX CHCTEM.

K 1.4 IIpoBoaNT, TPUEMO-C/IATOUYHBIE MCIBITAHUS  KOMIIBIOTEPHBIX CETEl U CETEBOr0
000pyI0BaHUS PA3JIMYHOIO YPOBHS U OLEHKY KayeCTBa CETEBOI TOMOJIOTUU B paMKax CBOEH
OTBETCTBEHHOCTH.

I[IK 1.5 | OcymiecTBisiTh pe3epBHOE KOMMPOBAHUE M BOCCTAHOBJIEHHWE KOH(QUIYpalll CEeTeBOro
obopynoBaHusi ”HPOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX CHCTEM.

I[IK 1.6 OcyliecTBIATh HMHBEHTAPU3ALMIO TEXHUYECKHX CPEACTB CETeBOM HMHOPACTPYKTYpHI,
KOHTPOJIb 000PYA0BaHUS ITOCJIE IPOBEACHHOIO PEMOHTA.

K 1.7 OcCyIecTBIATh PETJIAMEHTHOE OOCTY)KMBaHHME W 3aMEHY pPACXOJHBIX MaTepHaJIOB

nepudepuiftHOr0, CETEBOTO M CEPBEPHOro 00OpynoBaHHMS WH(HOKOMMYHUKAITMOHHBIX
CUCTEM.

OcBoenne mpoheCcCHOHAIBHOTO MOJTYJISI HAIIPABJICHO HA Pa3BUTHE OOIIMX KOMITCTCHITHA:

Kog HanmeHnoBanue pesynpraTa 00y4eHus

OK.01 BeiOupaTh criocoOs! pemeHus 3agad npodeccuoHalbHON AESITEeIbHOCTH MPUMEHUTENBHO K
pa3IMYHBIM KOHTEKCTaM

OK.02 Hcnionb30BaTh COBPEMEHHBIE CPE/ICTBA MIOMCKA, aHAJIM3a M UHTEpIpeTaluy HHPOpPMaLuu, U
MH(POPMALIMOHHBIE TEXHOIOTUHU /7SI BHIOJIHEHUS 3a/1a4 PO(eCcCHOHAIBLHOM e TeIbHOCTH

OK.03 [InanupoBaTh U peann3oBbIBATH COOCTBEHHOE PO ECcCHOHAIBHOE U JMYHOCTHOE Pa3BUTHUE,
Hpel pUHUMATENbCKYIO ACSITEIbHOCTh B MPO(ECcCHOHANBHON cdepe, NCIO0Ib30BaTh 3HAHUS
10 TPaBOBOM M (PMHAHCOBOM I'PAMOTHOCTH B PA3JIMYHBIX )KU3HEHHBIX CUTYallUsX.

OK.04
DddexTuBHO B3aNMOICHCTBOBATH M pabOTATh B KOJUICKTHBE U KOMAH/IE

OK.05 OcyniecTBIATh YCTHYI0 UM NHUCbMEHHYK0 KOMMYHHUKAlLlMIO Ha TOCYJapCTBEHHOM S3bIKE
Poccuiickoit @enepanuiu ¢ yueToM 0COOCHHOCTEH COIMAaIbHOTO U KYJIBTYPHOIO KOHTEKCTa

OK.06 [IposiBIIATE  Ipa’KIaHCKO-NATPUOTUYECKYI0 IO3ULMI0, JEMOHCTPUPOBATH OCO3HAHHOE
MOBEJIEHNE HAa OCHOBE TPATUIMOHHBIX POCCUHCKHMX JyXOBHO-HPAaBCTBEHHBIX LIEHHOCTEH, B
TOM YHCII€ C yY€TOM TFapMOHU3ALUU MEKHAIIMOHAIBHBIX U MEXPETUTHO3HBIX OTHOIICHUH,
IPUMEHSTh CTAHIaPThl AHTUKOPPYIIIMOHHOTO MTOBEACHHUS

OK.07 ConelicTBOBaTh COXPAHEHMIO OKpYXalolleil cpeabl, pecypcocOepeKeHUIo, MPUMEHSThH




3HaHUS 00 M3MEHEHUM KJIMMaTa, MPUHLHUIBI OEpeXJMBOrO MPOM3BOACTBA, 3()(PEKTUBHO
JICIICTBOBATh B YPE3BbIYANHBIX CUTYaLMIX

OK.08 Hcnonb3oBath cpeacTBa (GU3MICCKON KYIbTYPHI I COXPAaHCHHS M YKPEIUICHUS 3710POBbS B
npoiecce MNpopecCUOHAIbHON JESATENbHOCTU U TMOAJAEPKAaHUS HEO0O0XOIHMMOro YpOBHS
(u3MYECKOM MOJIrOTOBIEHHOCTH

OK.09 [Tonb30BaThCcsl NpodeccuoHaNbHON JOKYMEHTAI[Me Ha rocyAapCTBEHHOM M MHOCTPaHHOM
SA3bIKaX

Pe3yabTarnl 00yueHusi (3HAHMS, YMEHUS, IPAKTUYECKHH OIBIT)
B pesynbTare ocBoeHus Mpo(ecCHOHATBLHOTO MOIYJIS 00 YJArOIIUICS JOIHKEH:

Bnanets
HaBbIKaMU

— MPOEKTUPOBAHUS APXUTEKTYPHI JIOKATLHOW CETH B COOTBETCTBUM C IMOCTABJICHHOM
3ajaueii;

— YCTaHOBKM W HACTPOMKH CETEBBIX MPOTOKOJOB M CETEBOI0 OOOPYIOBAaHHS B
COOTBETCTBUHU C KOHKPETHOM 3a/1a4eii;

— BBIOOpa TEXHOJIOTMH, MHCTPYMEHTAJIBHBIX CPEACTB NpPU OpraHW3aIH IMpoliecca
MCCIIeZIOBAHUS 0OBEKTOB CETEBON MH(DPACTPYKTYPHI;

— obecniedueHust 6€30MaCHOTO XpaHEHHs U TIepeaadn HHPOPMAIMU B JIOKAJIHLHON CETH;
— HCIOJIb30BaHUS CIIEIUAIBLHOTO MPOrPaMMHOI0 00ECIICUSHHS IS MOJICITUPOBAHUS,
MIPOEKTUPOBAHUS M TECTUPOBAHUSI KOMITBIOTEPHBIX CETEH.

YMETh

— IPOEKTUPOBATH JIOKAJIbHYIO CETh, BEIOMPATh CETEBBIE TOMOJIOT UM,
— MHCHOJIB30BaTh MHOTO()YHKIMOHAJIbHBIE IMPUOOPHl MOHUTOPUHIA, IPOrPAMMHO-
anmnapaTHbIE CPEACTBA TEXHUYECKOr0 KOHTPOJIS JIOKAJIbHOU CETH.

3HaTh

— 00Iue MpUHIMITBI TOCTPOSHUS CETEH, CETEBBIX TOMOIOT UM, MHOTOCJIOWHON MOJEITH
OSI, TpeboBaHunii K KOMIIBIOTEPHBIM CETSIM;

— apXHUTEKTYpy MPOTOKOJOB, CTaHAAPTHU3AIMM CETEH, O3TamoB MPOEKTHPOBAHUS
ceTeBol MHPPACTPYKTYPHI;

— 0a30BbI€ IPOTOKOJIBI U TEXHOJIOTUH JIOKAJIBHBIX CETEH;

—  [PUHIMIIBI TOCTPOCHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

— CTaHAapTHl Kabesnei, OCHOBHBIC BUIbI KOMMYHHUKAIIMOHHBIX YCTPOHCTB, TEPMHHOB,
MOHSATHI, CTAHAAPTOB U THITOBBIX AJIEMEHTOB CTPYKTYPUPOBAHHOM KaOEIIbHON CHCTEMBI.

2.3. KoiuvecTBO 4acoB, OTBOAUMOE HA OCBOEHHUE NMPO(ecCHOHATIBLHOT0 MOAYJIS:
Bcero wacoB — 775 yacoB, B TOM 4HCIIE:
Ha ocBoeHrne MJIK - 503 gaca, BkiIrogasi:
00s3aTeNIbHON ayIMTOPHON yueOHOM Harpy3ku odyuaromierocsi—434 yaca;
CaMOCTOSITETTLHOM paboThI 00y4Jarorierocsi— 69 4acos;

Ha [TPAKTHUKU:

yueOHyro — 180 gacos;
IpOU3BOACTBEHHYIO —1 80 vacos.




3. CTPYKTYPA U COJEP)KAHUE NPO®ECCUOHAJBHOI'O MOJYJIA IIM.01 HACTPOMKA CETEBOH
NHOPACTPYKTYPHI
3.1. TemaTu4yeckuil JIaH NpopeccCHoHATBLHOI0 MOIYJIS

O0bem BPEMCHH, OTBeJeHHBIH Ha 0OCBOEHHE MEKIUCHUIITIMHAPHOI O

IIpakTuka
Kypca (KypcoB)
Oo0s3aTeibHas ayAUTOPHAs yueOHasi HArpy3Ka = =
Kon o0yuaromerocst S £ | = 3 s
npodeccnoHaTbH HaunmeHnoBaHus pa3aesioB Bcero ) o g = = § s E 2 =) 5
BIX M 0GLIHX npogeccHoHa LHOro MOIYIsl | YacoB g < = L§ = E S g8 E ) E‘g g3 g g
KOMIeTeH il Bcero, | Teopermuec | & I § ? = § = :‘ % g8l e E = § =3 § 5 3 l“:ﬂ § % §
YacoB Koe SES 558 S588|/8° L 2 ZE » 2
=3 188 SE |2 & g = =
3 g & © 2
< =
1 2 3 4 5 6 7 8 9 10 11 12 13
K 1.1-1TIK 1.5 | MIK.01.01 144 110 64 46 - - 14 2 18
OK.01-OK.11 | KoMmnbroTepHbIe cETH
[IK1.1-TIK 1.5 | MIK.01.02 Opranu3zarus, 148 124 62 62 - - 24 - -
OK.01-OK.11 |npuHIMIBI TOCTPOEHUS U
(YHKIIMOHUPOBAHHUS
KOMITBIOTEPHBIX CETEN
K 1.1 -TIK 1.5 |MIK.01.03 be3zonacHocTh 177 146 70 76 - - 11 2 18 144 144
OK.01-OK.11 |KOMIBIOTEPHBIX CETEM (4 nen) | (4 nen)
INK 1.1 -TIK 1.5 | YueOHas npaktuka 144 - - - - - - - -
OK.01-OK.11
IIK 1.1 - TIK 1.5 | IIpou3sBoacTBeHHas MPaKTHKA 144 - - - - - - - -
OK.01-OK.11
Ok3aMeH 18 - - - - - - - 18
(xBanM(UKAIMOHHBIN )
Bcero: 775 380 196 184 - - 49 4 | 54 144 144




3.2. TeMaTu4yecKkui mJiaH u coxep:xkanue npodeccuonaabuoro moayis IIM.01 Hacrpoiika CereBoit HHPpacTpyKTypbI

HaunmMeHoBaHUe pa3iesioB

Conep:xanue yueOHOro MaTepuaja, 1adoparopablie padoThl M NPAKTHY ECKHUE Oo0bem Koasl
npo¢eccHoHATBLHOTO0 3aHSATHSA, CAMOCTOSITE/IbHASA padoTa o0yualommxcsi, KypcoBasi pa6ora (nmpoekr) 4acoB KOMIIeTeHIIUiA,
moay.asa (IIM), (popmupoBanuro
MEKIMCUUTINHAPHBIX KOTOPBIX
KypcoB (M/IK) u Tem Croco0cTByeT
3JIEMEHT y4eOHOI
AMCHMILJIMHBI
1 2 3 4
IIM.01 Hacrtpoiika CeTeBoil HHPPACTPYKTYPHbI.
MJK.01.01 KoMnbloTepHBIE CETH 144
Tema 1. Beenenue B cerebie | Coaep:kaHue y4eOHOT0 MaTepuaia 64 K 1.1.
TEXHOJIOTHH. 1 Komnbrorepusie cetu. Buapl KoMnbloTepHBIX ceTell. ['noOanbHbIe U JIOKaJbHbBIE IIK 1.2.
ceru. OCHOBHBIE KOMIIOHEHTHI CETEH, ceTeBas cpela M CeTeBbIE YCTPOWCTBA. IIK 1.3.
Texnonornn noxakmoueHnuss Kk MurepHer. KonBeprentHsle cetu. KadectBo u IIK 1.4.
HaIEeKHOCTh ceTell. OCHOBHBIE IMOHATHS CETEBOM O€30IMacHOCTH. TeHIeHIIUN IIK 1.5.
pa3BUTHS CETEH. [IK 1.6
2 CeteBble IPOTOKOJIBI 1 KOMM YHUKALIVH. K 1.7
KonupoBanue u mapamerpbl coobiierus. CeTeBbie MPOTOKOJbI. B3auMomeiicTre OK.01-OK.09

nporokosioB. HabGop mnporokomor TCP/IP um mpomecc oOMeHa JaHHBIMHU.
Opranmzanuun no cra"paptusanuu: ISOC, [IAB, IETF, IEEE, ISO.
MmuoroyposHeBbie mogenu OSI u TCP/IP. Unkancynsnus ganasix. [IpoTokonsHbIe
omoku nanueix (PDU). Jloctynm k jokanpHBIM pecypcam. CereBas aapecariusl.
MAC- u IP- agpeca. loctyn k ynanéHasiM pecypcam. 1103 mo ymouanuro




Certenble Texnosiorun Ethernet

CemeiictBo cereBbix TexHonoruii Ethernet. Ilpunmun pabotsr  Ethernet.
B3aumoneiicteue Ha noaypoBusix LLC u MAC. YnopaBieHue qocTynom K cpeae
nepenaun naHHbIX (CSMA). MAC-anpec: nnentudukanus Ethernet. ATpuOyTsl
kanpa Ethernet. IlpeactaBinennss MAC-agpecoB. OaHO- W MHOT0AJIPECHOM,
HIMPOKOBeIAaTeNbHOM pacchuiok. CkBo3HOe noakiatouenue, MAC- u [P-anpeca.
ITpoTokon pa3pemenus aapecos (ARP): npuHIuns! paboThl, poJib B MpoLecce
yaajnieHHoro oomMena nqanHbiMu. Tabmuibr ARP Ha ceTeBbIX yCTpoOiCTBaX.
OcHoBHble HegocTaTku poTokosa ARP - Harpyska Ha cpeay nepenauu JaHHBIX U
0€30I1acHOCTb.

OcHoBHass wuH(OpManus o Tmoprax Kommyrtaropa. Tabmuma MAC-aapecos
kommyTtatopa. Dynknus  Auto-MDIX.  ®ukcupoBaHHass u  MOAYyJIbHAs
KoH(uUrypanuun KoMMmyTaTopoB. CpaBHEHHE KOMMYTAllMM YPOBHS 2 M YPOBHS.
Bupryansnasiii  unaTepdeiic kommyrtatopa (SVI), Mapmpytusupyemsiii mopr,
EtherChannel ypoBHus 3. Korduryparnus MapmpyTH3HpyeMOoro nopra.

CeTeBoli ypoBeHb

CereBoll ypoBeHb B Ipoliecce nepefadyu JaHHbIX. [IpOTOKOJIBI CETEBOro ypOBHSL.
OcHoBHbIe xapakTepucTuku [P-mportokonma. CtpykTypa maketoB [Pv4 u IPVG.
OcobeHHOCTH U MperMyIIecTBa IpoToKona Pv6. Metoasl MapuipyTH3auy y3ioB.
Tabnuna MapuipyTU3aluy y3J0B U MapuIpyTu3aTopa Juisi npoTokonos [Pv4 u [Pv6.
VYerpoiictBo mapuipytuzatopa — Ilpomeccop, mamsrh, OnepanvoHHas CHCTEMA.
[lonkmrouenne K MapupyTu3aTopy uepe3 pasnuunble mnoptel. Hactpoiika
UCXOTHBIX TapaMeTpoB, HUHTEpQEHCOoB, MNUI03a MO YMOTYaHHIO U APYTHX
XapaKTEePUCTUK MapUIPyTU3aTOPA.




TpaHcnopTHBIH YPOBEHD

Ha3nauenue u 3aga4u TpaHCIIOPTHOT'O YPOBHSI.

MynbTHILUIEKCUPOBaHHE CE€aHCOB CBs3H. Onucanue U cpaBHeHHe mpotokosioB T CP
n UDP — HaneXHOCTh U MPOU3BOIUTEIHLHOCTh, 00JACTh TPUMEHEHUS. Apecarust
noptoB u cermentanuss TCP u UDP. O6men nanueiMu mo TCP. IIpoueccst TCP
cepepa. YcranoBieHue TCP-coenmuHenus u ero 3asepiueHue. [IpuHUunbI
«rpéxcroponHero pykonoxatus» TCP. Hané&xnocts n ynpasnenue notokom TCP
- [lonTBepskaeHue Moay4eHus: CErMEHTOB, OTEeps JaHHbIX U IIOBTOPHAS Iepeaaya,
ynpaBieHue nmorokoM. OOMeH maHHbIMU ¢ ucnonb3oBanueM UDP. Ilpouecchl u
zanpocel  UDP-cepepa, = UDP-matarpammel,  mponeccel  UDP-kimnenra.
[Ipunoxenus, ucnonszyromue UDP u TCP.

YpoBeHb NPUJIOKEHUH

YpoBeHb NPHUIIOKEHUN, YPOBEHB MPECTABICHHS U CEAaHCOBBIN ypoBeHb. [Ipumepsr
pacnpoCTpaHEHHBIX  NpUIOXKEHUU.  [IpOTOKOMBI ~ ypOBHA  IPHUIIOKEHUMN.
Opnnopanroseie cetu (P2P). Monens tuna «xiaueHT-cepep». O030p MpOTOKOJIOB
HTTP, HTTPS, SMTP, POP u IMAP. Cnyx6a nomenusix umén (DNS). ®opmart
coobmrenunit u uepapxuss DNS. Vrumurta «nslookup». Cinyxx6a DHCP. [Iporokon
nepenaun (aiinoB (FTP). IIporokon obmena Oiokamu CepBEPHBIX COOOIIECHUN
(SMB). Konrenuun «Bceoobemmomuii MaTepaer» BYOD. JloctaBka JaHHBIX 110
KOHBEPIreHTHBIM CETSIM.

IP-agpecanusi

Crpyxktypa IPv4-anpecos. CereBas u y3inoBas yacts [P-aapeca. [Ipeo6pasoBanue
aZpecoB MEXAY JBOMYHBIM U AECATEPUYHBIM MIPEACTaBIeHNEM. Macka nojcetu
IPv4. CereBoii aapec, ajipec y3Jia U IMPOKOBENIaTeIbHbIN aapec cetu [Pv4.
ITpucBoenue y3iy cratuueckoro u fuHamudeckoro IPv4-anpeca. MHoroazapectast
nepenaya. [1ly6muunsle u yactablie [Pv4-anpeca. IPv4-agpeca cnenuanbsHoro
Ha3HadeHus. [IpucBoenue IP-anpecos.

ICMP-cepBuchl. OTimuus s npotokojioB [Pv4. Coobmenns ICMPv4 «3ampoc k
MapuipytusaTopy», «OOBbsBIEHHE OT MapIIpyTH3aTOpa», «3ampoc COCEIHEero
y31a» u «OOBbsABIEHUE COCEJHEr0 y3ia». TecTUpOoBaHHE CETU C MOMOILBIO 3XO-
3anpocoB. TpaccupoBka mapuipyTa. Bpems NpoxoxIeHHs CHrHaja B MPSMOM U
obpatHoM HampasieHusx (RTT). Bpems sxusuu (TTL) IPv4 u npenen nepexonos
IPv4.




8 Paznenenne IP-cereii Ha noaceTn

Cermentanus I[P-cereit. OOMeH naHHBIMM MeEXAy nojcersMmu. IlnaHupoBaHHe
azpecalluy B MojceTsx. PacueTHple GpopMyibl Ui cerMeHTauuu cetu. Pa3ouenue
Ha TIOJICETH HAa OCHOBE TpeOOBAHMI Y3JI0B U CeTed, B COOTBETCTBUM C
TpeboBaHusIMU ceTeil. OmpeneneHre Macku nojaceru. Paz0ueHue Ha MOJACETH C
UCIOJIb30BaHWEM Macku nepeMeHHod jiuHbl (VLSM). baszoBas Mogenbs
HazHaueHue OyokoB angpecoB VLSM. IlnanupoBaHue aapecanuum  CETH.
Ocobennoctin  mpoektupoBanus [Pv6-cetm. Pa3Omenme Ha momceTH ¢
UCIOJIb30BaHUEM U eHTH uKaTopa HHTepdelica.

9 Co3nanmne u HACTPOITKAa HEOOJIBIIOH KOMIIBIOTEPHOM CeTH

ITnanupoBaHue U co3aaHue HeOOIbIIOW KOMIIBIOTEPHOH CEeTH: ONpesiereHne
KJIFOUEBBIX (PaKTOPOB, BBIOOP TOMOJIOTUU U CETEBBIX YCTPOICTB, BEIOOP U
HaCTpOiiKa MPOTOKOJIOB, CUCTEMBI ajipecaliui. Mepsl 0 00ecrnedeHno
0€30I1aCHOCTHU CETU. Y A3BUMOCTH M CETEBbIC aTaku. Pa3Be/bIBaTe/IbHbBIE ATAKH,
Araku goctyna, Otka3 B oocnyxkuBanuu (DoS-ataku). PezepsHoe xonupoBaHue,
OOHOBJIEHHE U YCTaHOBKA UCIpaBiIeHUN. MexceTeBble SIKpaHbl. AyTeHTH(PHKALINS,
aBTopu3anus u yuér. Bxmouenue nporokona SSH.

@ainoBple  CUCTEMBl  MapLIPYyTU3aTOPOB M KOMMYTaToOpoB.  PesepBHoe
KOMMPOBAaHUE U BOCCTAHOBJIEHHE C IMOMOIIBIO TEKCTOBBIX (haiiiioB, MpoTOKONIA
TFTP, USB-nakonutens. Bcrtpoennsie ciayxObl Mapumpytuzauuu. [logaepikka
OecrpoBOIHBIX MOAKIIOUeHUH. HacTpolika BCTpOEHHOr 0 MapuIpyTH3aTopa.

CamocTosiTesibHasi padoTa 00y4aroIUXCs

CucremaTtnueckasi mpopaOOTKa KOHCIIEKTOB 3aHATHH, y4yeOHOM ¥  CHeHaJbHON
TEXHUYECKOU JINTEPATYPHI.

KoHcnekTipoBaHue TeKcTa, paboTa CO CIOBApsAMH M CIPABOYHUKAMH, O3HAKOMJICHHUE C
HOPMAaTUBHBIMHU JIOKYMEHTaMH, yueOHO-HccleI0BaTelbckas paboTa MpU CaMOM LIMPOKOM
ucrnosnb3zoBanun HMurepuera u apyrux IT-rexnonmoruit. IloaroroBka cooOuieHH K
BBICTYIUIEHUIO Ha CEMUHapax M KOH(pEepeHIUsX; MOAroToBKa pedepaTroB, TOKIAIO0B.
[lonroroBka K J1a0OpaTOpHBIM UM IPAKTUUECKUM paboTaM C  HCHOJIb30BAHHEM
METOIMYECKUX PEKOMEHIAINH npernogaBaTessi, ohopMiIeHUE 1a00paTOPHO-TIPAKTUIECKUX
paboT, 0TYETOB U MOATOTOBKA K UX 3ALIUTE.

14

IIpakTHuyeckass padoTa o0y4yaroierocs
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ITpocMoTp ceTeBoro Tpaduka ¢ momouipto nporpamMmmbl Wireshark.

Nzyuenue Ethernet-TexHomoruii:

[Ipocmotp MAC-anpecoB ceTeBbIX yCTPOICTB;

Nzyuaenue xaapos Ethernet ¢ momompio mporpammer Wireshark;

ITpocmotp ARP ¢ momomipto nporpammsl Wireshark, uarepdeiicoB komangHoM
crpoku Windows;

Hcnonp3oBanue nutepdeiica koMmanaHoN cTpoku ¢ Tabmuamu MAC-anpecos
KOMMYTaTopa.

[ToakiroueHre KOMITBIOTEPOB K CETH C IIOMOINBIO KaOeied W OeCpOBOTHBIX
a/IanTepoB:

OmnpenereHne CEeTEBBIX YCTPOWCTB U KAHATIOB CBSI3H;

OO0KHM CeTeBOro Kadeis;

ITpocMOTp TaHHBIX 0 OECIPOBOIHBIX U MPOBOIHBIX CETEBBIX aJanTepax.

N3y4yeHune TpaHCIIOPTHOIO YPOBHS:

HabGmonenne 3a mporeccoM TpEXCTOpoHHETO «pykonoxkatus» TCP ¢ momombro
nporpammbl Wireshark;

N3yuenne 3axBaueHHbIX JaHHBIX DNS UDP ¢ nomoleio nporpaMmMbl

Wireshark;

Wzyuenue 3axBaueHHbIx nakeroB FTP u TFTP ¢ momomkio mporpammbl Wireshark.

CermenTanus [P-cereii:

N3y4yeHne KaapKyJIATOPOB MOACETEM;

Pacuér moncereii IPv4;

Pa3nenenune cereil ¢ pa3IMYHBIMU TOIIOJIOTUAMHM HA MOJCETH;

Pa3pabotka 1 BHepeHME cXeMbl aapecaluy, pa3aenéHHoi Ha noacetu [Pv4-ceru;
Pa3pabotka u BHepeHne cxemsl aapecanun VLSM.

[TocTpoenue ceru:

[TpocMoTp TabmuI MapIpyTU3ALKUH Y3JI0B;

W3ydenue Gpu3NYECKUX XapaKTEPUCTHK MapIIpyTH3aTOPa;
CoznaHue cetu, COCTOsAIIEH U3 KOMMYTAaTOpa U MapUIpyTHU3aTOPa;
Hactpoiika 0OCHOBHBIX ITapaMeTPOB KOMMYTATOpPa;

Hacrtpolika OCHOBHBIX apamMeTpOB MapUIPyTU3aTOPA.
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MAK.01.02 Opranusauus, I

HHIHUIBI IOCTPOEHHUS U (PYHKIIMOHMPOBAHUS KOMIILIOTEPHBIX CETeN.

Tema 1. MapmpyTtuzanus u
KOMMYTaIusl.
MacmrabupoBaHue ceTeu.

Cojaep:kanue yueOHOT0 MaTepualia

1 Peanmmzanms nmpoekta ceru. [IpoekT nepapxudeckoii cetn. Pacimpenue ceru. Beioop
CETEBBIX YCTPOUCTB.

2 KomMmyTanmonnoe obopymoBanne. MapmpyTH3aTophl. Y IPaBIISIIONINE YCTPOMCTBRA.

3 [Tonatus mnpotokona spanning-tree. IlpenHasHaueHue mnpoTokosa spanning-tree.
[Tpunnun pa6otsr STP. Tumnsl nmporokonos STP.

4 Hactpoiika mnporokona STP. Hacrpoiika PVST+. Hacrtpoiika Rapid PVST+.
[Tpo6aemsbr HacTpoiiku STP.

5 OcCHOBHBIE MOHATUSI arperupoBaHusl KaHaJoB. ArperupoBaHue KaHayioB. [IpuHuun
pabotsl EtherChannel. Hactpolika arperupoBaHusi KaHaJIOB.

6 Hacrpoiika EtherChannel. IIpoBepka, mouck M ycTpaHeHHE HENOJaJ0K B pabore
EtherChannel.

7 Konnenuuu 6ecipoBogHOI cBsi3U. BBeneHne B 6ecripoBOHYIO CBSI3b.

8 Komnonentsr ceteit WLAN. Tomonoruu cereit WLAN 802.11. IIpunuumnsr paGoTsl
OecpoBOIHOM JIOKAJIbHOM CETH.

9 Crpyktypa kanpa 802.11. OyHKIIMOHUPOBAaHUE OECIIPOBOJHON CBS3U. YTpaBIICHHE
KaHaJIaMH.

10 be3omacHocTh OECHpOBOJHBIX JIOKAJbHBIX ceTed. Yrpo3wl mis ceter WLAN.
Ob6ecneuenne 6e3zonacioct WLAN.

11 Hactpoiika OecripoBOJHBIX JIOKalbHBIX ceTed. Hacrtpoiika OGecnpoBOAHOrO
Mmapiipytu3aTopa. Hacrpoiika OecnpoBomHbIX kimeHTOB. Ilonck W ycTpaHeHue
HenoJiaok B pabore cereit WLAN.

12 Pacmmupennsie mapameTpsl npotokosnia OSPF mist ogHoit obmactu. Mapmpytuzanus
Ha YPOBHSX pacIpeneIeHus U spa.

13 OSPF B cersx ¢ MHOXECTBEHHBIM JOCTYNOM. PacmpocrpaHeHue mapuipyra 1o
ymosaanuio. Tounas Hactpoiika nHTepdeiicoB OSPF. 3anmrta OSPF.

14 Ycrpanenne Hemonmanok peanuzanuu nporokona OSPF nns omgHoit  obnactw.
CocraBmnsroniye mporenypsl MoMucKka U ycTpaHeHus: Hemonaaok B pabore OSPF s
OIHOH o0yacTu.

15 [Touck u ycrpanenue Henonaaok B Mapupyrtusanuu OSPFv2 nns onHoil obmacru.

ITouck u ycrpanenue Henonagok B OSPFv3 nuis onHoM 00Js1acTH.
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16 [Mpuamun pa6orel OSPF nmns Heckonbkux oOnacreii. Hasznauenme OSPF s
HecKoJbKkuX objyacreit. [Tpunnun padorsl makeroB LSA B OSPF s HecKonbKHUX
o0Oacrei.

17 Tabmuua mapmpytuzanuu u tunel MapmpytoB OSPF. Hacrpoiika OSPF  nns
HecKoJbKuX obnacreit. Hactpoiika OSPF st Heckonbkux obnacteit. O0bequHeHne
mapuipytoB OSPF. [Ipoepka OSPF s Heckonbkux obacTei.

CamocTosiTesibHasi padoTa 00y4aroIUXCs

CucremaTtnueckasi mpopaOOTKa KOHCIIEKTOB 3aHATHH, y4eOHOM ¥  CrIenuaibHOM
TEXHUYECKOU JINTEPATYPHI.

KoHcnekTrpoBaHue TeKcTa, paboTa CO CIOBApsAMH M CIHPABOYHUKAMH, O3HAKOMJICHHUE C
HOPMAaTUBHBIMHU JIOKYMEHTaMH, yueOHO-HccleI0BaTelbckas paboTa MpU caMOM LIMPOKOM
ucrnonb3zoBanun Murepuera u apyrux IT-trexnosoruii. IloaroroBka cooOmeHud K
BBICTYIUIGHUIO Ha CEMUHApax M KOH(EpEeHLHUSX; IOATOTOBKA pedepaToB, IOKJIAIOB.
[lonroroBka K J1abOpaTOpHBIM UM IPAKTUUECKUM paboTaM C  HCIOJIb30BAHHEM
METOIMYECKUX PEKOMEHIAINH npernogaBaTessi, ohopMiIeHUE 1a00paTOPHO-TIPAKTUIECKUX
paboT, 0OTYETOB U MOATOTOBKA K UX 3aLIUTE.

12

Tema 2. Coenunenue ceTei.

Cojaep:kaHue yueOHOT0 MaTepualia

1 O0630p TexHomorwii THOOampHON ceTH. Llens co3maHus TIIOOANBHBIX CETEH.
[Mpunnun paGoTel riaobanbHON ceTH. BBIOOp TEXHONOTMU TIOOATBHON CETH.
CepBHCHI TJ100aJILHON CETH.

2 WNudpacTpyKTypbl 4aCTHBIX T7I00aNBHBIX ceTeil. MHdpacTpykTypa obmenocTynHoit
ri100anbHOM ceTr. BoiOop cepBuCOB I100aIbHOM CETH.

3 O0630p  mocneAoBaTENBHOIO  COENMHEHHUS]  «TOYKa-Touka»y. CBaA3p MO
nocuenoBaTenbHoMy kaHany. MHkancyssiuust HDLC.

4 [Tpunuun pabotsl npotokona PPP. IIpenmymecrsa nporokona PPP. LCP u NCP.
Ceancel PPP. Hactpoiika mnporokona PPP. Hacrpoiika nportokosma PPP.
Ayrertudukanus PPP. Otnanka coequnernit WAN. Otnanka PPP.

5 VYnanéunas pabora. [IpeumymectBa ynanénnoit padborel. busnec-tpeboBanus mis
ynanéHHbIX paboTHUKOB. CpaBHEHHE PEelIeHUI MHUPOKOIMOJIOCHOTO AOCTYIIA.

6 KaGens. DSL. becnpoBoaHble HIMPOKONONOCHBIE ceTU. BpiOop pemieHuit
HIMPOKOIOoNIocHoro aocryma. Hacrpoiika momkmouenuit xDSL. O630p PPPoE.
Hacrpoiika PPPoE.

7 Cetu VPN. OcuoBrl cereii VPN. Tumner! cereii VPN,
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8 Tynnenu GRE mexny oosextamu. OcaoBbl GRE. Hacrpoiika tynneneit GRE.

9 O6ume ceempenus o6 [Psec. 3ammura mporokona IP. Crpykrypa mportokona IPsec.
Y nanéHubIil JOCTYII.
10 Pemenuss VPN nns ynanénHoro goctyna. Cetu VPN ynanéHHoro nocrtymna c

ucrnoab3oBaHueMm [Psec.

11 Syslog. IMpunnun padoter Syslog. Hactpoiika Syslog. SNMP. TTpuniun paGoTs
SNMP. Hactpoiika SNMP.

12 NetFlow. Ipunmun patorsr NetFlow. Hacrpoiika NetFlow. IIpoBepka moneneii

Tpaduka.

13 ITouck U ycTpaHEeHHE HENO0JIAJ0K C UCI0JIb30BAHUEM CHCTEMHOIO IMOJX0AA.

14 JoxymenTtanus no cetu. [Iponenypa noucka u ycrpaneHus Henonanok. M3omsanus
11po0JIEMBI C TOMOIIbI0 MHOI'OYPOBHEBBIX MOJIETEH.

15 Otnanka cetu. CpencTBa Moucka U ycTpaHeHus: Henosaaok. CHMOTOMBI U

IIPUYMHBI OTIaAKU ceTu. ITouCK 1 yCcTpaHeHHe HenoaaaoK CBsi3H B cersx [P

CamocTosiTesibHasi padoTa 00y4aro IUXCs

Cucrematnueckass mpopadOTKa KOHCIIEKTOB 3aHATHM, Y4YeOHOH U  CIEHaJIbHON
TEXHUYECKOU JTUTEPaTypPBhl.

KoncnektnpoBanue TekcTa, paboTa CO CIIOBapsSMHU M CIIPABOYHUKAMHU, O3HAKOMIICHHE C
HOPMATHUBHBIMH JIOKYMEHTaMH, y4eOHO-HCCIIeIOBaTEIbCKass padoTa MPH CaMOM IIHPOKOM
ucnosb3oBanun HWurepnera u gapyrux IT-rexnonoruit. IloaroroBka cooOuieHu#M K
BBICTYIUICHUIO Ha CEMUHApax M KOH(PEPEHIHUSX;, IMOATOTOBKA pedepaToB, IOKIAIOB.
[loarotoBka k nabopaTOpHBIM H MPAKTHYECKUM paboTaM C  HCIOJIb30BAaHUEM
METOJIMYECKUX PEKOMEHIAINK MpernoiaBaTesisi, oQpopMieHUE JTaO0paTOPHO -TTPAKTHIECKUX
paboT, OTYETOB M TOJITOTOBKA K UX 3aIUTE.

12
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Hacrpoiika Rapid PVST+, PortFast u BPDU Guard.

Hacrpoiika nporokona GLBP.

Omnpenenenue TUNOBBIX OMMOOK KoHpuryparuu STP.

Hacrpoiika EtherChannel.

[Touck u ycrpanenue Henonaaok B padore EtherChannel.

ArpervpoBaHue KaHaJIOB.

Hacrpoiika OecipoBOAHOI0 MapuIpyTH3aTOpa U KIUEHTA.

Hacrpoiika 6a3oBoro nporokona OSPFv2 s onHoit obnacty.

Hacrpoiika OSPFv2 B ceTr MHOKECTBEHHOT'O JOCTYIIA.

Hacrpoiika pacmmpenabix Gpyakuuii OSPFv2.

[Touck u ycTpaHeHue HeEMOJalO0K B paboTe OCHOBHBIX MpOTOKoiI0B OSPFV2 u
OSPFv3 niis onHo# 06sacTH.

[Touck M ycrpaHeHHE HEMOJAaJ0K B pabdOTe yCOBEPILIEHCTBOBAHHOIO IMPOTOKOJIA
OSPFv2 niis onHoi obnacT.

Brnanenune HaBbIkaMu IoMCKa U yCTpaHEeHUs HenoJia ok B pabore OSPF.
Hacrpoiika OSPFV2 n1s HECKOJIBKUX 00/1aCTEH.

Hacrpoiika OSPFV3 11 HEeCKOJIBKUX 00/1aCTEH.

[Touck u ycrpanenue Henonagok B pabore OSPFv2 u OSPFvV3 a1t HECKOMBKUX
obnacreil.

Hacrpoiika 6a3oBoro PPP ¢ ayrenTudukammeii.

OTtnanka 6azoBoro PPP ¢ ayrenTuukanueii.

ITposepka PPP.

Hacrpoiika mapmpytusatopa B kauectse kinueHTa PPPoE nis nogkmouenns DSL.
Hacrpoiika Tynnens VPN GRE no cxeme «Touka-Toukay.

Pa3paboTka TeXHUUECKOr0 00CTyKUBAHHS CETH.

Hacrpoiika Syslog u NTP.

W3ydenue mporpaMMHOro oOecredeH sl 171 MOHUTOPUHTA CETH.

Hacrpoiika SNMP.

CO6op u ananu3 nanabix NetFlow.

WucTpymMeHTapHil ceTeBoro aIMUHUCTPATOpPa JUIs HaOJII01EHUS.

Pa3zpaboTka 1oKyMeHTAIMH




IIpome:KyTOYHAsI aTTEeCTALMS 18
M/IK 01.03 be3onacHOCTh KOMIILIOTEPHBIX ceTeil
Tema 3.2. bezomacHocTh Copep:kanue yueOHOTo MaTepuasia
KOMITBIOTEPHBIX CETEH 1 @dyHaaMeHTaIbHbIE TPUHIUIIBI 0€30MacHOM ceTn 8
CoBpeMeHHbIe yTpo3bl ceTeBol 6e30macHoCTH. Bupychl, 4epBH U TPOSHCKHE
KOHHU. MeTobl aTax.
2 besonacHbii 1ocTyn K ycrpoiictBaMm. Ha3zHaueHne aiMUHUCTPATUBHBIX POJIEH. 8
MOHHUTOPHUHT U yIpaBlieHHEe ycTpoiictBamu. Vcnonb3oBanue GyHKIUsS
aBTOMAaTU3MPOBAHHOI HACTPOWKHU O0€300aCHOCTH.
3 ABTropuzanus, ayreHTu(puKanus u yuet gocryna (AAA) 8
CpoiictBa AAA. JlokanpHas AAA ayrenTudukanus. Server-based AAA K 1.1.
4 Peanuzanums Texnonoruit Opanamayspa 8 K 1.2.
ACL. Texnonorus 6panamayaspa. Kontexctasiit koHTposb goctyna (CBAC). K 1.3.
[TormTrky 6paHIMay’pa OCHOBAHHBIC HA 30HAX. K 1.4.
5 Peanuzanus TeXHONIOrUM NpeIOTBPALLIECHNS BTOPKEHUS 8 I[IK 1.5.
IPS Texnosoruu. IPS curnarypsel. Peasmsanus IPS. I1poBepka u monutopusr IPS I[IK 1.6
6 bezonacHocTh J10KaIbHON ceTH 8 K 1.7
Obecrieuenne O€30MaCHOCTH MOJIb30BATEIHCKUX KOMITbIOTEpOB. CooOpakeHus OK.01-OK.09
o 6e3omacHocTH BToporo yposHs (Layer-2). Kondurypamus 6e3omacHocti
BTOPOro ypoBHS. be3onacHocTs OecipoBoaHBIX ceTeit, VoIP.
7 Kpunrorpadudecknue cucrems 8
Kpunrorpaduyeckue cepucel. bazoBast 1eTOCTHOCT U ayTEHTUYHOCTb.
Kondunennnanpaocts. Kpunrorpadus OTKpbITHIX KJIIOUEH.
8 VYnpaBneHue 0e30macHON CEThIO 14
[TpuHIMIBI 6€30MaCHOCTH CeTeBOro aAu3aiiHa. be3onacHas apxuTekTypa.
VYnpasienue nporeccamu U 6e30nacHoCTb. TecTupoBaHue CeTH Ha YA3BUMOCTH.
HenpepriBHOCTH OM3HECA, IJIAaHUPOBAHUE BOCCTAHOBJICHUS aBapUMHBIX
cutyanuil. )Ku3HeHHbIH LUKII CETH U IUIaHupoBaHue. PazpaboTka periaMeHToB
KOMIIaHUH U NOJIMTHK 0€3011aCHOCTU
IMpakTyeckune padoThl 00y4aKOIIEr0CsH
HccienoBanue ceTeBbIX aTak U MHCTPYMEHTOB IIPOBEPKU 3aIUThl CETU
Hacrpoiika 6e30macHOro 1ocTymna K MapuipyTi3aTopy 76

Obecrnieuenne agMuHICTpaTUBHOTrO foctyma AAA u cepepa Radius




Hacrpoiika mosuTuku 6e301acHOCTH OpaHIMaydspoB

Hactpoiika 6e30nacHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax

HccrnenoBanue MeTo10B MU (POBAHUS

Hacrpoiika Site-t0-Site VPN

duHanpHAs KOMIUIEKCHas JabopaTopHas paboTa 1mo 6€30MmacHOCTH

CamocTosiTesibHasi padoTa 00y4aroIMXCcs

CucremaTtnueckas npopaboTKa KOHCIIEKTOB 3aHATUH, yueOHOM U clielnaabHON 11
TEXHUYECKOM JTUTEPATYpPHI.
KoHcrektupoBaHue TeKcTa, paboTa co cI0BapsIMU M CIIPABOYHUKAMH,
O3HAaKOMJIEHHE C HOPMAaTUBHBIMH JJOKYMEHTaMH, Y4€OHO-UCCIIe10BaTENbCKas
paboTa 1pu caMOM IIMPOKOM HcHob30BaHuu MHTepHeTa n apyrux IT-
TEXHOJIOTHH.
ITpoexTHbIE POPMBI PabOTHI, TOATOTOBKA COOOIIEHUN K BBICTYIIJICHUIO HA
ceMuHapax U KOH(}epeHIuAX; HOAr0TOBKa pedepaToB, JOKIJIAA0B.
[ToaroToBka K 1a00paTOPHBIM M MPAKTUYECKUM paboTaM C UCIOIb30BAHUEM
METOIMYECKUX PEKOMEHAALUI MpernoaaBaTes,
oopmieHne 1a00PATOPHO-TIPAKTHUECKUX pa0d0T, OTYETOB U MOJTOTOBKA K MX
3aluTe.
KoncyabTanum 2
IIpomexxyTOo4HAas aTTecTAlUSA 18
IK3aMeH (KBAJTH(PUKAIMOHHBIN) 18
Y4yeOHasi NIPaKTHKA
1. yyacTre B MPOEKTUPOBAHUH CETEBOI MHPPACTPYKTYPHI; 144
2. yyacTHe B OpraHU3alluy CETEBOro aAMUHUCTPUPOBAHUS;
3. ’KcIulyaTanust 0ObEKTOB CETEBOM NH(PACTPYKTYpHI;
4. yyacTHe B YIIPaBJIEHUU CETEBBIMU CEPBUCAMU;
5. ydacTue B MOJEpHHU3ALMH CETEBON HH(PACTPYKTYPBI;
6. BBIOOD JAHHBIX JUIs aHAJIM3a MCIOIb30BaHUS U (DYHKLMOHUPOBAHUS MPOIrPAMMHO-TEXHUYECKUX CPE/ICTB
KOMITBIOTEPHBIX CETEH;
7. obecneueHue ceTeBoi 6€30MacHOCTH.
IIpou3BoacTBEeHHAs NPAKTHKA 144




1. yqactue B pa3pabOTKe METO/I0B, CPECTB U TEXHOJOIMH NPUMEHEHUSI 00bEKTOB MPO(EeCCHOHATBHOM AeSITeIbHOCTH;
2. npoBeieHUe NpopUIaKTHYECKIX padoT Ha 00BEKTaX CeTeBOM MH(MPACTPYKTYPhI M paOOUNX CTAHITUAX;

3. yyacTHe B MHBEHTapHU3allMi TEXHUUECKUX CPEACTB CETEBOI MHPPACTPYKTYPhI, OCYILIECTBIEHUE KOHTPOJIS,
MOCTYIHBIIET0 U3 pEMOHTA 000PYAOBAHUS;

4. o0ecrieueHre ceTeBoi 6€30MacHOCTH (3aLUTY OT HECAaHKIIMOHUPOBAHHOI'O JOCTYIA K HH(OPMALIUU, TIPOCMOTpA UIIH
M3MEHEHHUS CHCTEMHBIX (DaiijIoB M JaHHBIX), 0€30MaCHOCTh MEXKCETEBOr0 B3aMMO/ICH CTBHS,

5. OCyIIECTBJICHUE aHTUBUPYCHON 3alllUThI JJOKAJIbHOW CETH, CEPBEPOB U PabOUMX CTaHLUN;

6. TOKyMEHTHPOBAHHE BCEX MPOU3BEICHHBIX €W CTBUA.




4. YCJOBUSA PEAJINBAIIMU TPOPECCUOHAJIBHOI'O MOAYJIA

4.1. MarepuajbHo-TeXHHYECKOe o0ecnedyeHne MnpPodeccCHOHATBLHOIO MOAYJIs
IIM.01 Hacrpoiika CeTeBoil HHPPACTPYKTYPbI

Kabunet crangapTusamnuu, cepTU(OUKAIIIN U TEXHHYECKOTO TOKYMEHTOBEICHUS
KomrutekT mebenu 11t yaeOHOTo Iporecca.

MynsTumenuiitnoe obopynoBanue: MOV 1-SENSYSMF4018 Canon; nyrpomep 2T. 5-
30/0,01; npoektop mynbtumenuiinbii HitachiCP- RX 78; Cucrem. 610k AMDX2
6000/1024Mb*2/250Gb/GF8500GT/FDD/DVD-RW/knaB., MbIilib., KOBp.; MOHHTOD
19"Samsung 943N(KSB) TFT.

[Iporpammuoe obecneuenue: Microsoft Access (muuensust NelM123460); Microsoft
Office Standard (mumensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (munensust NelM123460); Microsoft Visio Professional (suneH3ust
NeIM123460); Microsoft Visual Studio Enterprise (siunien3ust NeIM123460); Microsoft
Windows Enterprise (muniensust NeIM123460); komriekt TAPAHT—Macrep (Jutien3us
No12-40272—-000898); womrmuiekt IIO nms pemieHuss OCHOBHBIX IOJIb30BATEIBCKHUX
3agad (cBoboaHo pacmp. [10); CopaBounas npaBoBas cuctema «Koncynbrant Ilnrocy
(xorTpakt Ne2023 CB 3 ot 29.12.2022r); 7-Zip (cBobomuo pacmp. I10); Internet
Explorer, Yandex Browser(cBo6oano pacrmp. [10); Arent Dr.Web (munen3ust Ne QS34-
HC7C-SD53-K5L2); PDF24 (cBobomuo pacmp. I10); KOMITIAC-3D V19 (ymneH3us
NeBr-20-00154); Cisco Packet Tracer 6.2sv( cBoboHO pacmp. I10).

CpencrBa o0yuyenus: wuHaukatop 12.5.0.001 »n.; wunnukarop 1DN-FGA-K2
CHJIOM3MEPUTENBHBIN ¢ BCT. AaTYMKOM Ha 2 krc; Mukpomerp 0-25/0.001 3ydomepHBbIif;
mukpometp 0-25/0.001 »n. ynpomennsiii; MUKPOCKOII BMU-111; moTtop - peaykrop
7SDGC-10G/P18; TIPOOUIIOTPAD-TTPOOUIL.; TIPOOUIIOMETP; crena s
AKCIPECC-KOHTPOJST  Kod(pdulleHTa TpeHUs; YCTaHOBKA JJIi  HMCCJEeIOBaHUM
aHTU(QPHUKIIUOHHBIX CBOMCTB; mmTaHreHIupkyiab 200/0.01 »m.; 2KpaH HaCTEHHBIH
pynounsiii 180x180 cm BraunRolllVision.

Jlabopatopust nHOOPMAITMOHHBIX TEXHOJIOTHIA

Kommnekt mebenu ajist yueOHOro mporiecca.

MynsTuMenuiiHOe  00OpyJdOBaHWE: TEpPCOHaIbHbIE KOMIbIOTEpHl — 14 T,
MOJKIIIOYEHHBIE K JIOKATbHON BBIYUCIUTENBHON ceTU U ceTu «VIHTepHeT»; HOyTOyKH —
4 mIT., IPOEKTOP MYIbTUMEANINHBIN, SKpaH.

[Iporpammuoe obGecneuenue: Microsoft Access (mumen3ust NelM123460); Microsoft
Office Standard (mumensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (nmumensus NelM123460); Microsoft Visio Professional (nuuensus
NeIM123460); Microsoft Visual Studio Enterprise (numensust NelM123460); Microsoft
Windows Enterprise (munensust NelM123460); Arent Dr.Web (muuensus Ne QS34-
HC7C-SD53-K5L2); Mathcad University Classroom Perpetual — 40 (numeHsus
Ne296133); kommekt 'TAPAHT-Mactep (munensus Nel2—40272—000898); koMIuiekT
[IO nns peiieHWs: OCHOBHBIX TOJIB30BATENbCKUX 3ajiad (cBoOoaHo pachp. I[10);
cnpaBouHasi mpaBoBas cucreMa «KoncynbranT Ilmoc» (kontpakt Ne2023 CB 3 or
29.12.2022r); smynsaTop akTuBHOro cereBoro obopymoBanusi (Cisco Packet Tracer
(cBOOOIHO-pacTIpOCTpaHsIieMOoe JIJIsi CTYJIEHTOR)); MPOTpaMMHOE 00€CIeueHrne CETEBOTO
obopynoBanusi (touku jgoctyna CISCO CAP 26021-R-K9, TIO xkommyraropa



CiscoCatalyst 2960, I10O xommyratopa Cisco Catalyst WS-C2960); 7-Zip (cBob601HO
pacmp. I10); Internet Explorer, Yandex Browser(ceo6oauo pacmp. [10); Areatr Dr.Web
(manensus Ne QS34-HC7C-SD53-K5L2); PDF24 (cBoboano pacmp. I10); KOMIIAC-
3D V19 (muuensus NeBr-20-00154); Cisco Packet Tracer 6.2sv(cBo6oaHo pacmp. T10).
CpencrtBa 00y4yeHUs: MHTEpaKTUBHAsL JOCKA, MeauaTeka (MyJlbTUMEIUa pa3padOTKu U
MPE3CHTAIIMU K 3aHSATHSAM), pa3faTOYHbIN MaTepual: yueOHbIe KapTOUYKU C 3a/aHHIMH,
TUAKTUYECKU MaTepuan JUisi BBIMOJHEHUS NPAKTUYECKUX paboT, TUTaOUTHBIN
VIIPaBJIIEMbIA KOMMYTAaTOp Ha 16 MOPTOB; CTPYKTYpHUpOBaHHAs KaOejbHas CUCTEMA;
CTOMKHM g cepBepoB — 2mT, cepsep AQS-QEE-E50D202*11410F225D01; cepsep
AquariusSrv - PX  102; OCHWUIOTPA® Cl1-75; xommyratrop NETGEAR
AFC728TSEU; kommyratop SWtch SS101 TX DEV8x10; smymarop ATICE200,
uctounuk Oecrepe6. mutanus Smart-UPS 1000i USB - 2 wit.; crenasl ceTeil mepeaadu
JTAHHBIX (koMMyTaTOp CiscoCatalyst 2960, KOMMYTAaTOop TrendNetN-
WaySwitchTEGS160TX, kommyrarop WS-C2960-48TT ¢ kOHBEpTOPOM, KOMMYTATOP
JIBC, xommyratop Cisco Catalyst WS-C2960; mporpaMMHO-TEXHUYECKUN KOMILIEKC
WS-C2960-48TS ¢ ycTaHOBJEH. MNPOrpaMMHBIM OO€CleYeHUEM), TOYKa JOCTyMa
CISCO CAP 26021-R-K9, IP- Buneokamepa Nikvision, anamuzatop criektpa NS-30A,
antenHa M102 B kommi. ¢ kabenreM BU TNCm-SMAm, 610k nutanus nadopar. HY
3003 D-3, paemnuit HDD WD 2TB 3.0 , 3.5"USB, BHemHuii Hakonutenab 1 Seagate
Original USB 3.0 4 Tb, yHuBepcanmbHas mnpuémo-niepenaromas miaatdopma s
npoektupoBannss CBY-cucrem xomrurmgx 92, yewmurens LZY-22, yewnnrens ZHL-
3A-S, usmeputens CN -801 HP, ucrounuk 6ecniepedoitnoro nuranus APC Smart-UPS
1000VA, MHOropyHKIIMOHAILHBIA W3MEpUTENbHBI npubop, MDY — 2 mr., Habop
BUnepexonnukos, nasmpHas cranuus AOYUE 968, mepexmrouarens ZX80-DR230,
npeoOpa3oBaTeb SP-200-24-AC-DC, npueMo-niepeaaronas MpOrpaMMHO-
KoH(purypupyemas paguomiarpopma G32, npuHTEpP, CTAHOK CBEPIUIIBHBIN 350 BT.

Mactepckasi MOHTaka U HACTPOUKH O0OBEKTOB CETEBON MH(MPACTPYKTYPHI

Kommiekt mebenu 1t yaeOHOro mmpoiiecca.

MynsTuMenuiitHOE 00OpYIOBaHNUE: MHTEPAKTHBHAS JOCKA, KOMIBIOTEPHI B KOMIUICKTE
(cucTemMHBIN OJIOK, MOHUTOD, KJIABUATYPA, MAHUITYJIATOP «MBIIIb») — 7 IIT., JIOKATbHAS
cethb ¢ BoixosioM B UHTEPHET, npoektop mynbrumenuitasii HITACHICP-X2514WN
lmT. kommbioTep P4-3.0/2*256Mb/HDD 200Gb/128 6600GT/DVD-RW/KM/FDD/
MBi1945P/ UPS; monutop 19" Samsung 940N (KSB) TFT Silver. Round Simple, 3 mit.;
monutop 19"Samsung 940N (LKSB) TFT; monutop LG LCD 19" L1919S-SF;
Cucrem.6mok Athlon 64 3500/512Mb*2/ 160Gb/FDD/DVD-RW knaB. Mbliib. KOBp., 2
mrt.; cucreM. Onok Core 2Duo E6320/21'6/320I'6/512M0O knaB. MbIib, 2 IIT.;
cuctem.6mok  AMJI3000+ (512*2)/160Gb/DVD+RWrkfd/+MbIib+KoBpUK+KIIBaB.;
cucteMHbIid 010k AMD*2 4000/2*512 MB/160Gb/512 MB.

[Iporpammuoe obecneuenne: Microsoft Access (murensus NelM123460); Microsoft
Office Standard (ymnensus Ne66059532 OPEN 96044930ZZE1711); Microsoft Project
Professional (muuensust NelM123460); Microsoft Visio Professional (nuien3us
NelM123460); Microsoft Visual Studio Enterprise (nmumensus NelM123460); Microsoft
Windows Enterprise (inuensust NeIM123460); Arent Dr.Web (muensust Ne QS34-
HC7C-SD53-K51.2); kommiekr TAPAHT-Mactep (numensus Nel2-40272-000898);



Mathcad University Classroom Perpetual - 40 (iutiensust No296133); komrutekt [10 mis
peIIeHus] OCHOBHBIX TOJIB30BATEIbCKUX 3amad (cBoOomHo pacmp. I10); CrpaBounas
npaBoBas cucteMa «Koncynbrant ILmocy (konTtpakt Ne2023 CB 3 ot 29.12.2022r);
Mathcad University Classroom Perpetual - 40 (murensus Ne296133) 7-Zip (cBoO0HO
pacnp. I10); Internet Explorer, Yandex Browser(cBoboano pacrmp. I10); Arentr Dr.Web
(munensust Ne QS34-HC7C-SD53-K5L.2); PDF24 (cBo6oauo pacmp. T110); KOMIIAC-
3D V19 (munensus NeBr-20-00154); Cisco Packet Tracer 6.2sv( cBoboaHo pacmp. T10).
CpenctBa 00y4eHUs: MapUIPyTU3aTOP — 21IT., KOMMYTaTop — 2 IIT, TOYKa gocryna Wi-
Fi — 1T, ,MexceTeBoii SKpaH, Ha0OP /ISl MOHTa)Ka U HATaIKU KOMITBIOTEPHOU CeTH — 2
mT., GPS nmpueMHHK B cocTaBe; amnmapaTHO-MPOrpaMMHBIN KoMiuieke (anantep+I10);
BonbT™METp B7-37, 2 mr.; reneparop 12-57, 4 mr.; reHepaTop IIYMOBBIX CUTHAJOB;
n3MepuTenb nmomex LMZ-4, 2 mr.; uamepurens XG-5; usMmeputenbabiid mpuoop SNT
LITE PSTN; na6oparopssiii creny "[{udposas snexrponuka " 1060x256x654, 2 mit.;
ocumitorpad GDS-820C; npubop JA/MC KOP X6-5; npubop JI/MC KOP X6-8, 2 mir.;
npubop MKX-X6-5; /; yuebnas maGoparopnas ycraHoBka "M3yuenme KM-komeka";
yueOHasi nabopaTopHasi ycraHoBka "M3ydeHue MPUHIMIIOB BPEMEHHOTO pa3eieHUS
KaHaJIoB"; anmapaTHO-MIPOrPAMMHBIN KOMIUJIEKC JIJISl U3YUEHHUs CTaHAApTHBIX MPOLIETYP
u Mmouutopunra cered WiFi - 1 mr., anterast AMZ-3A/50 - 3 wrt., usmepurenu LMZ-
4/50 - 4 wr., wameputenb SMZ-6/50 - 1 mwr., kanepEpson - 1 1mT., W3MEpHUTENb
paguoniomex - lmir., paguoctanmus «Kapat» - 2 mr., Bonmbt™merp B7-37 - 2 mit., cTeHa
«Iudposas snextponrka» -2 mr., 3xkpad HacTeHHbI 200*200cm Braun Roll Vision.

J1orOBOpEBI O MPAKTUYECKON MTOATOTOBKE:
AO «Mapuiickuil MalMHOCTpoUTeNIbHBIN 3aBoa» Jloroop Ne 1/2021 ot 01.02.2021 —
OeCCpOUHBII

@Gumuan [TAO «Pocrenekom» B Pecnybnmuke Mapuit On JloroBop Ne 83/2021 or
27.01.2021 - 6eccpounbiit



4.2. HNudpopmamuonHoe odecneyeHue mnpodeccuonanabHoro moayuas I1M.01
Hacrtpoiika CeTeBoii HHPPACTPYKTYPHI
OCHOBHAas1 ¥ AONOJHUTEbHAS JINTEPATypa

Ne Komuaectso

/i . AK3EMILIAPOB,
CHucoK UCTOIB3YEMO JIUTEPATy Pl
HMMEIOIUXCS B

(nevammuvie uzoanusi, 31eKkmponHble U30AHUSL 34 NOCIeOHUe 5 Jiem) Y -
b

cceuika Ha DBC

OCHOBHA/ JIUTEPATYPA
1 |MakcumoB, H. B. KowmmnbioTepHsie cetu: yuebHoe mnocobue / H.B.| DnexkrponHslit
Maxkcumo, U.HM. TlonoB. — 6-e u3x., mepepad. u gom. — Mocksa : pecypce

®OPYM : UHOPA-M, 2022. — 464 c¢. — (Cpennee npodeccruoHanbHOe
obpazoBanme). - ISBN 978-5-00091-454-0. - TekcT : 3JIE€KTpOHHBIH. -
URL.: https://znanium.com/catalog/product/1714105

2 |CepreeB, A. H. OCHOBBI JIOKaJIbHBIX KOMITBIOTEPHBIX ceTell / A. H.| DnexkrpoHHBIHA

CepreeB. — 3-¢ usn., crep. — Cankrt-IletepOypr : Jlans, 2023. — 184 c. pecypc
— ISBN 978-5-507-46832-4. — Tekcr: osnexkTpoHHbIH / Jlanb
ANEKTPOHHO-OUOIMOTeUHAS cucTema. — URL:

https://e.lanbook.com/book/321215

JIOIIOJIHUTEJIbBHASA JIMTEPATYPA
1 |IyroBkun, A. B. OCHOBBI MOCTPOCHUSI MHP)OKOMMYHUKAIIMOHHBIX CETCH | DJICKTPOHHBIN
u cucrem / A. B. IlyroBkun, [I. A. ITokamecros, f1. B. KprokoB. — 2-¢ pecypc
u3., mepepad. u gon. - Cankt-IlerepOypr: Jlans, 2021. — 176 ¢. — ISBN
978-5-8114-5905-6. — Tekcr: 3nekTpoHHBIN // JlaHb : 3JIEKTPOHHO-
oubmmoreunas cucrema. — URL.: https://e.lanbook.com/book/156402
2 |Yexkmapes, IO. B. JlokanabHbIe BBIYUCIUTEIbHbBIE CETH : yueOHOE mocodue | DIeKTPOHHBIH

/ 1O. B. Uekmapes. - 3-e uza. - Mocksa : JIMK Ilpecc, 2023. - 201 c. - pecypc
ISBN 978-5-89818-470-4. - Tekct : onektpoHnbif. - URL:
https://znanium.com/catalog/product/2106240

3 |CoaoneBuu, A. B. Komneiotepusie cetu : yueOHUK / A. B. CononeBud. -| DIEKTPOHHBIH
Munck : PUIIO, 2021. - 208 c. - ISBN 978-985-7253-43-2. - TekcrT : pecypc
anekTpoHHbIi. - URL: https://znanium.com/catalog/product/1854597

4 |bapunos, B. B. KomnbloTepHsle ceTH: : Y4€OHHK Uil CTYZ.| OJIEKTPOHHBIN
yapexaeHuii cpea.npod. oopasosanus/ B. B. bapunos, . B. bapuHos, pecypce

A. B. Ilponerapckuii, A. H. IIbutbkun — 4-e u3m., ucnp. u jgon. — M.:
W3narensckuii meHTp «Axkagemus», 2021. — 192 c. ISBN 978-5-4468-
9925-8



https://znanium.com/catalog/product/1714105
https://e.lanbook.com/book/321215
https://e.lanbook.com/book/156402
https://znanium.com/catalog/product/2106240
https://znanium.com/catalog/product/1854597

5. KOHTPOJIb n OIIEHKA PE3YJIbTATOB OCBOEHUA
MPOPECCHOHAJIBHOI'O MOAYJIsA

KoHTpoins M oOLeHKa pe3yabTaTOB OCBOEHHUS MPOPECCHOHAIBHOIO MOIYJIS
OCYILLECTBIISIETCSL TpenojaBaTeneM B (opMe TEKYLIEro KOHTPOJIS YCHEBAEMOCTU U
IIPOMEKYTOYHOM aTTECTALIAH.

[IpoMexxyTOouHass arrecTauusi UMEET LENbI0 ONPEAEINTh CTENEHb JOCTHKECHHUS
3aIlJITAHUPOBAHHBIX PE3YIbTaTOB 00YyUEHHUs 10 MPOPECCHOHATBLHOMY MOIYIIIO 3a MEPUO.L
oOyuenus. PopMa MNPOMEKYTOUYHOW aTTecTauuu - AUPGEepEeHUUPOBAHHBIA 3aYET,
9K3aMEH, K3aMeH (KBaTH(UKAIIMOHHBIHN).

Tekylnii KOHTPOJb YCHEBAEMOCTH OCYLIECTBISIETCS B IPOLIECCE MPOBEACHUS
MPAKTUYECKUX 3aHIATHH W JabopaTopHbIX paboT, oOecreynmBaeT OLIEHWBAHHE XOAa
OCBOEHHUSI MOYJIS.

®opMBl TEKYIIETO KOHTPOJSI YCIIEBAEMOCTH: TECTHMPOBAHUE, YCTHBIM OIpoC,
JIOKJIaJIbl, BBIOJIHEHUE MPAKTUYECKUX U JJAOOPATOPHBIX padoT.



Kox ¢popmupyemoit

Pe3ynbTatel 00y4eHus mo

podeCCHOHATBHOMY MOTYITIO

Ne | HaumenoBanue tembl DopMbI KOHTPOJISI
KOMIICTCHIIU N YMETb 3HaTh
M/K.01.01 KOMIIBIOTEPHBIE CETH
1 | Tema 1. Beenenue B MK 1.1. —  TIPOEKTHUPOBATH —  obmme npuHnunel | TeKyluid KOHTPOJIb Ienarora B
CETEBbIE TEXHOJIOIUHU. MK 1.2. JIOKAJIBHYIO CeTh, BBHIOMPATh | MOCTPOCHUsST  CeTed,  cereBbIX | (POPME OLCHKM pelieHus 3a1ad,
IIK 1.3. CETEBBIC TOMOJIOTHH; TOITOJIOT UM, MHOTOCJIOWHO# | 3alTUTHl JTabOpaTOPHBIX PabOT.
IIK 1.4. —  HCIONB30BAaTh mozmemn  OSI, TpebGopammii k | ITOroBeiii KoHTposmb B (opme
HK 1.5. MHOTO(YHKIIMOHAJILHBIE KOMITBIOTEPHBIM CETSM:; DK3aMeHa
K 1.6 pubOpsI MOHUTOPHUHTA, | — apXUTEKTYpy  NPOTOKOJOB, | (KBAIM(UKAIMOHHOrO).
1K 1.7 IIpOrpaMMHO-annapaTHble CTaHJApTU3alMM  CeTed, JTaroB
OK.01-OK.09 cpencTaa TEXHUYECKOI'O | MPOEKTUPOBAHUS CETEeBOM
KOHTPOJISI JIOKAJILHOM CeTH. | MH(PACTPYKTYpHI;
— 0azoBble IIPOTOKOJIBI U
TEXHOJIOT MM JIOKAJIbHBIX CETeH;
—  IPUHIMIIBI HOCTPOCHUS
BBICOKOCKOPOCTHBIX  JIOKQJIbHBIX
cereit;
—  CTaHJapThI kabereit,
OCHOBHBIE BUJIBI

KOMMYHHUKAIIMOHHBIX  YCTPOMCTB,
TEPMHUHOB, MTOHATHI, CTAHAAPTOB U
TUIIOBBIX 3JIEMEHTOB
CTPYKTYPUPOBAaHHOW  KaOeIbHOU
CUCTEMBI.




MJIK.01.02 OPTAHW3 AU, TPUHIUIIBI IOCTPOEHUS U ®YHKIIMOHUPOBAHMS KOMIIBIOTEPHBIX CETEN

Tema 1. MK 1.1. —  IPOEKTHUPOBATH —  obmue npuHIUnel | TeKylui KOHTPOJIb Ienarora B
Mapuipytusarms u K 1.2. JIOKaJIbHYIO CETh, BBIOMpATh | IOCTPOEHHMsT  CeTed,  ceTeBbIX | popMe OlEHKM pelleHus 3ajaad,
KOMMYTalusl. TIK 1.3. CETEBLIC TOMOJIOTHH; TOITOJIOTHH, MHOTOCJIOWHOM | 3aIUThI J1Ja0OpPaTOPHBIX
MacmrabupoBaHue IIK 1.4. —  HCIIO0Ib30BaTh monemu  OSI, TpeGoBammii k| paboT. MTOroBelii KOHTpONbL B
ceTel. IIK 1.5. MHOTO(YHKITOHATbHBIC KOMIIBIOTEPHBIM CETSIM; dbopMme rKk3aMeHa
HK 1.6 IpUGOpPBI MOHHTOPHHTA, | — apXMTEKTYpy  IPOTOKOJOB, | (KBAIH(HUKALMOHHOIO).
1K 1.7 IPOrPaMMHO-aNMapaTHBIE CTAaHJAPTH3AIMM  CETEH, OTaIoB
OK.01-OK.09 cpencTBa TEXHMYECKOTO | IIPOEKTUPOBAHHUS CETEBOM
KOHTPOJIS JIOKAJIbHOU CETH. UH)PaCTPYKTYpHI;
— 0a3oBbIe MTPOTOKOJIBI u
TEXHOJIOTUH JIOKAJIbHBIX CETCH;
—  MPUHIUIIBI MTOCTPOCHUS
BBICOKOCKOPOCTHBIX  JIOKQJIbHBIX
ceTei;
—  CTaHIapThI kaberei,
Tema 2. CoenuHenue MK 1.1. OCHOBHBIC BHJBI
ceTeii. K 1.2. KOMMYHUKAIOHHBIX  yCTPOFHCTS,
K 1.3, TEPMUHOB, ITOHSTHH, CTAaH/IAPTOB U
K 1.4, THUITOBBIX 3JICMEHTOB
MK 1.5, CTPYKTYPHPOBAHHOH  KaOenbHOU
K 1.6 CHUCTCMBI.
K 1.7
OK.01-OK.09
M/K.01.03. be3onacHOCTb KOMIILIOTEPHBIX CeTei
Tema 1.be3onmacnocts MK 1.1. —  IPOEKTHUPOBATH —  0o0mme npuHIUnel | TeKyluid KOHTPOJIL Ienarora B
KOMITBIOTEPHBIX CETEU [IK 1.2. JIOKaJIbHYI0 CETh, BBIOMPATH | IOCTPOEHUS  CeTel,  CeTeBBIX | JOpPME OLIEHKH pEleHUs 3ajad,
IIK 1.3. CETEBLIC TOMOJIOTHH; TOMONOTHH, MHOT'OCJIONHOM | 3aIUTHI JJa0OpaTOPHBIX
11K 1.4. —  HCIIOJB30BaTh momemu  OSI, TpeGoBanmii Kk | paboT. M TOroBblii KOHTpOIbL B
TIK 1.5. MHOTO(YHKIMOHAILHEIE KOMIIBIOTEPHBIM CETSIM; dbopMe sK3aMeHa
IIK 1.6 puOOpBI MOHUTOPHHIA, | — apPXUTEKTYpPY TIPOTOKOIOB, | (KBAIM(HUKAIMOHHOrO).
IK 1.7 HpPOrpaMMHO-aMTIapaTHbIE CTaH/JApTH3allMM  ceTelf, 3TamoB
OK.01-OK.09 cpeicTBa TEXHUUYECKOTO | MPOEKTHPOBAHHS CeTeBoit




KOHTPOJIS JIOKAJIbHOM CETH.

UH)PaCTPYKTYPHI;

— 0asoBble MIPOTOKOJIBI u
TEXHOJIOTUH JIOKAJILHBIX CETEH;
—  TIPUHIIMUIIBI MOCTPOCHUS

BBICOKOCKOPOCTHBIX  JIOKQJIbHBIX
cereit;

—  CTaHJAapThl Kaberei,
OCHOBHBIE BHJIBI
KOMMYHHKAIIMOHHBIX  YCTPOICTB,
TEPMUHOB, TTOHSTHIA, CTAHIAPTOB U
TUTIOBBIX JJIEMEHTOB
CTPYKTYPUPOBAaHHOW  KaOembHOU
CHCTEMBI.




Kpurepuu ouneHmBaHusi pe3yJbTaToB o00y4yeHUs] 1O MNPpodeccHOHATLHOMY
MOYJII0, IIKAJIA OLlCHUMBAHUS

Kpurepuu oniennBanus:

- YCBOEHHME IMPOrpaMMHOI0 TEOPETUYECKOro Mmarepuana (00beM 3HaHMM, IiTyOMHa
YCBOCHHS);

- YMEHHE u3Jaratb NpOrpaMMHBIM MaTepual (YETKOCTb, IPAMOTHOCTb H3JIOKEHHUS
MaTepuana, TOUHOCTh U TIOJIHOTa BOCIIPOU3BEACHUS yueOHOr0 MaTepuana);

- YMEHUE IPUMEHSATh TEOPETUUECKUE 3HAHUS HA TIPAKTHKE.

[llkaJjia O1lEHUBAHUA:

Pesynbratel cmaum nuddepeHnrpoBaHHOrO 3adyera, 3K3aMEHa, dK3aMeHa
(kBamM(UKAIIMOHHOTO)  OLEHUBAIOTCS MO  LIKAJE  «OTIUYHO»,  «XOPOULIO»,
«YZOBIIETBOPUTEIILHOY, «HEYIOBJIETBOPUTEIILHO.

OrneHKa «OTIMYHO» BBICTABIISIETCS 00yJarOIIeMYycCs, KOTOPBI TJIyOOKO U MPOYHO
YCBOMJI MPOTrpaMMHBIM Martepuaj, MPOSBISET 3HAHWE OCHOBHOM W JIONOJHHUTEIBHOU
JUTEPATYPbI, TPAMOTHO, JIOTHYECKH CTPOMHO U apryMEHTHPOBAHO M3JIaraeT MaTepHall,
AT HMCYEPIBIBAIOIINE OTBETHl Ha IOCTaBJIEHHbIE BOMNpPOCHl. B oTBeTe TecHO
YBSI3BIBACTCS TEOPUSI C MPAKTUKOM, MPU ITOM OOYyYarouuics HE 3aTPyIHSIETCS ¢
OTBETOM IpU BUJOM3MEHEHUH 3a/JaHMs, CBOOOAHO CIpPABISIETCS C MPAKTUYECKHUMH
3aJJaHUSAMH.

OneHka «XOpoLIOo»  BBICTABISIETCS  OOyyaroulemMycsi, TBEPAO 3HAIOLIEMY
IpPOrpaMMHBIA MaTepuai, KOTOPbIA H3JIarae€T €ro rpaMOTHO M IO CYHIECTBY, HE
JIOITYCKAET CYIIECTBEHHBIX HETOYHOCTEN B OTBETE HA BOIPOC, IPABWIBHO IIPUMEHSET
TEOPETUYECKUE IIOJOKEHUSI IPU PEIIECHWH IPAKTHYECKUX BOIIPOCOB W 3aj1ay, He
UCIIBITHIBAET 3aTPYAHEHHI C OTBETaMU Ha BOIPOCHI.

OrneHka «yJqOBJIETBOPUTEIBHO» BBICTABIAECTCS OOy4arouiemMycs, KOTOPbI HUMeEeT
3HaHMSI TOJIBKO OCHOBHOIO MarepHvana, HO HE YCBOWJI €ro JeTalied, JIOIMyCKaeT
HETOYHOCTH, HEJIOCTATOYHO MpaBWIbHbIE (HOPMYIUPOBKH, UCTIBITHIBACT 3aTPYAHEHUS
IIPU BBITIOJHEHUU MTPAKTUYECKUX padoT.

OueHka «HEYIOBJIETBOPUTEILHO» BBICTABISETCA O0yYaroleMycsi, KOTOpBIM He
3HAET 3HAYUTEJIbHOW 4YacTH IMPOTrpaMMHOr0 Marepuaina, JONYCKAET CYIIECTBEHHBIE
OIUMOKH, HEYBEPEHHO, C OOJIIIMMH 3aTPYAHEHUSIMU BBINOJIHAET MPAKTUYECKHE
paboTHI.




